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Abstract— ArUco markers are widely used in unmanned
aerial vehicles (UAVs) landing for their computational efficiency
and reliability. However, existing robustness studies have mainly
focused on the detection under poor lighting or occlusion, while
overlooking the accuracy of subsequent pose estimation. We
reveal that even small corner shifts can severely degrade pose
estimation accuracy. To exploit this vulnerability, we propose
MirageMarker, which introduces imperceptible, adversarial
corner perturbations to manipulate the estimated pose. Since
classic ArUco pose estimation relies on discrete corner detec-
tion and non-differentiable Perspective-n-Point (PnP) geometric
solvers, we formulate the attack using a black-box optimization
strategy with multi-objective constraints to generate adversarial
markers. Furthermore, we validate MirageMarker in safety-
critical UAV landing scenarios, conducting comprehensive ex-
periments in NVIDIA Isaac Sim across two representative
marker board layouts.

I. INTRODUCTION

Vision-based navigation systems are a key component of
modern unmanned aerial vehicles (UAVs). Compared with
GPS or inertial sensors, camera-based approaches provide
higher spatial accuracy and richer environmental informa-
tion. This is particularly critical during the final stage of
autonomous landing, where GPS accuracy is insufficient
and the camera provides reliable relative pose for real-time
control, as shown in Fig. 1. Fiducial markers are visual
reference patterns used for identification and pose estimation.
ArUco markers are a widely adopted family of fiducial
markers, offering robust 6-DoF pose estimation with low
computational cost and widely described as “robust, fast and
simple” in practice [1], [2]. They are extensively used for
autonomous landing, including in real-world systems such as
Google Wing’s delivery drones [3], [4] and Meituan’s urban
logistics platforms [5], [6].

Most existing studies on ArUco markers emphasize de-
tection robustness under challenging conditions such as poor
lighting, occlusion, or motion blur [7], [8]. These efforts
primarily address whether a marker can be detected, but
none of them consider the vulnerability that small corner
offsets can propagate into significant errors in downstream
pose estimation. For UAV landing, this vulnerability is of
particular concern, since errors in pose estimation can di-
rectly compromise landing accuracy. Adversarial attacks on
UAVs have mainly targeted deep learning-based perception
modules such as tracking or navigation [9], [10], [11].
These methods rely on deep learning model differentiability,
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Fig. 1. UAV autonomous landing workflow illustrating the transition from
GPS navigation to vision-based precision guidance using ArUco markers.
The UAV switches from GPS to vision-guidance upon detecting the marker
pad at lower altitudes, performing corner detection and pose estimation to
achieve a precise touchdown.

whereas the ArUco pose estimation based landing pipeline is
built on corner detection and Perspective-n-Point (PnP) [12]
geometry, making it non-differentiable, and thus the attack
can not be directly applied to such techniques.

Other studies consider cyber attacks on UAV communi-
cation and sensing channels [13], [14], [15]. For example,
[15] presents stealthy false-data-injection attacks that com-
promise both camera images and sensor measurements used
for control. However, such attacks manipulate sensing data
rather than exploiting vulnerabilities specific to the ArUco
pose estimation pipeline. By contrast, our perturbations act
on the physical marker rather than the sensing channels,
directly targeting the ArUco pose estimation pipeline while
producing consistent visual measurements from the first
frame. They do not generate the abrupt cross-sensor residuals
that many fusion-based detectors rely on. Consequently,
perturbing the geometry of ArUco markers offers a practical
way to mislead pose estimation and reveals a broader security
problem concerning the integrity of fiducial marker-based
pose estimation pipeline under adversarial manipulation of
marker geometry. To the best of our knowledge, we are
the first to systematically investigate this problem space,
focusing on ArUco corner perturbations in this work. An
important question is whether the resulting pose estimation
errors can lead to failures in UAV landing, which requires
highly accurate localization.

To answer this question, we propose MirageMarker, an
adversarial framework designed to manipulate ArUco-based
pose estimation. By introducing fundamental perturbations
through minimal corner shifts, MirageMarker consistently
induces pose estimation errors, thereby compromising UAV
landing performance and leading to an unsteady landing



process and landing location errors. In our end-to-end UAV
landing evaluations, MirageMarker causes landing errors of
up to 12.37 m, with all attack trials exceeding a 5 m landing
error. Our approach demonstrates a fundamental vulnera-
bility that generalizes across various marker board layouts,
revealing a significant end-to-end impact on autonomous
landing performance within high-fidelity simulation envi-
ronments. Video demonstrations and code can be found on
our project website at https://sites.google.com/
view/secure-safe-ai/miragemarker. Our contri-
butions are:

• We present the first systematic study of vulnerabilities
in fiducial marker-based pose estimation under adver-
sarial manipulation of marker geometry, focusing on the
ArUco marker-based family and corner perturbation as
the concrete threat model for both representativeness
and practicality in the autonomous UAV landing prob-
lem space.

• We formulate a novel black-box multi-objective attack
against the non-differentiable ArUco pose estimation
pipeline, inducing large pose errors while preserving
detectability, physical feasibility, and visual stealth.

• We conduct systematic end-to-end landing evaluations
across representative board layouts in a high-fidelity
simulator, showing large touchdown deviations and that
the attacks remain effective under conventional filters.

II. BACKGROUND AND THREAT MODEL

This section introduces the key components of vision-
based landing and the ArUco-based pose estimation, dis-
cusses prior efforts to improve marker detection robustness,
and concludes with the threat model adopted in this work.

A. Vision-Based UAV Landing and ArUco Pipeline

A typical UAV landing system must overcome the limited
accuracy of GPS, which is often degraded or unavailable in
GPS-denied environments, such as urban canyons, indoor fa-
cilities [16], [17]. To ensure precise and safe landing, vision-
based approaches using a monocular camera and fiducial
markers (e.g., ArUco, AprilTag) have become a practical
solution [18], [19], [20]. In these systems, the relative pose
of the UAV to the landing pad is estimated from the visual
module, optionally fused with data from an inertial measure-
ment unit (IMU) through filtering methods for robustness.
As shown in Fig. 1, the landing process typically proceeds
in stages, transitioning from GPS-based navigation to local
vision guidance once the pad becomes visible, and finally
achieving marker-based precision landing [4], [21], [22].

UAV precision landing often relies on the ArUco-based
pose pipeline [4], [23], [24]. The detector localizes the
marker and refines the 2D corner coordinates. A PnP solver
then estimates the marker-relative 6-DoF pose using the
known marker geometry. In practice, the pipeline is also
sensitive to environmental factors: under low illumination,
motion blur, or partial occlusion, corner localization may
fail and degrade pose accuracy. To address these issues,

prior work has explored methods such as adaptive thresh-
olding [25], image pre-processing, and deep learning based
ArUco detection [7], [8], which improve robustness under
challenging conditions.

B. Threat Model

Attack Goals. The goal is to compromise UAV preci-
sion landing by inducing significant pose estimation errors
through minimal shifts of ArUco marker corners. Such errors
translate into landing position deviations and an unstable
landing process, which are safety-critical for vertical take-
off and landing (VTOL) operations.
Attacker Knowledge. We assume the attacker knows the
design and spatial layout of the marker board, which can
often be observed at deployed landing sites. Camera models
and parameters of UAVs can be obtained from manufacturer
documentation or by purchasing the same platform [26],
[27]. Although the attack is constructed using known camera
parameters, its foundation in corner-based geometric estima-
tion suggests that the crafted markers may also generalize to
UAVs with different camera configurations.
Attack Scenario. The attack targets the final landing phase,
typically when the UAV descends to an altitude of less than
5 meters above the ground [4], [21], [22]. At this stage, the
navigation system switches from GPS or inertial guidance
to vision-based localization, relying heavily on ArUco-based
pose estimation. We assume the attacker can replace or
overlay the landing pad with the crafted marker board, but
has no capability to modify or inject data into the UAV’s
onboard sensors. This is realistic because landing pads are
often physically accessible [4], [6].
Constraints. The attack must preserve successful ArUco
detection so that the system continues to perform pose esti-
mates. In addition, the marker must remain visually plausible
to human observers, ensuring that the attack is stealthy in
realistic deployments.

III. METHODOLOGY

The overall workflow of our attack is illustrated in Fig. 2.
It consists of two main stages: (a) initial adversarial marker
generation, where we derive a view-specific initialization
by geometric modeling under a chosen nominal observation
direction; and (b) optimization, where the Covariance Ma-
trix Adaptation Evolution Strategy (CMA-ES) [28] refines
the marker over a specified viewpoint range under a joint
objective. We optimize a corner-perturbation marker to bias
the ArUco PnP pose estimate toward the desired target,
while regularizing the solution to keep perturbations small
and smooth, maintain reliable detection, and preserve visual
similarity for physical deployment.

A. Initial Adversarial Marker Generation

We first model how small corner shifts can induce sig-
nificant pose estimation errors. Based on this, we propose
a geometric projection attack to obtain an initial adversarial
marker effective at a specific viewing angle.

https://sites.google.com/view/secure-safe-ai/miragemarker
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Fig. 2. Overview of MirageMarker. The attacker first records the deployed marker-board layout and recreates a clean board in a rendering space. A
homography-based geometric initialization provides a seed corner perturbation for a chosen nominal view. CMA-ES then searches over corner shifts under
a multi-objective score that combines the attack objective with feasibility and stealth terms, using the non-differentiable ArUco detection–PnP pipeline as
the evaluator. The resulting board is printed and used to replace the original pad, enabling a practical and stealthy attack on UAV precision landing.

a) Sensitivity of pose estimation to corner shifts: Given
the intrinsic matrix K, the 3D marker corners {Xi}Ni=1 ⊂
R3 in the marker coordinate frame, and their projections
ui = π(K(RXi + t)) ∈ R2 under pose (R, t), where
π([x, y, z]⊤) = [x/z, y/z]⊤ is the perspective projection,
pose is estimated by minimizing the reprojection error∑N

i=1 ∥ûi − ui∥22, where ûi are the detected image corners.
Let the stacked residual be r = [û1 − u1; . . . ; ûN − uN ] ∈
R2N and parameterize an infinitesimal pose update by a 6D
twist δξ = [ δθ⊤ δt⊤ ]⊤ ∈ R6. A first-order linearization
around (R, t) yields the Gauss–Newton system

J⊤J δξ = J⊤ δu, δu ≜ [ ∆u1; . . . ;∆uN ], (1)

where J = ∂r/∂ξ ∈ R2N×6 is the PnP Jacobian with respect
to the pose parameters, and ∆ui = ûi − ui are the corner
shifts. Solving gives the first-order sensitivity

δξ = (J⊤J)−1J⊤ δu = J+ δu, (2)

hence ∥δξ∥ ≤ ∥J+∥ ∥δu∥ = σmin(J)
−1∥δu∥. When J is

ill-conditioned (planar targets, far range, near fronto-parallel
views, or small image support), even pixel-level corner
shifts induce noticeable pose errors, especially in the lateral
components (tx, ty).

b) Planar markers: For planar boards with Z = 0,
image points follow a homography u ∼ HX̃ where X̃ =
[X Y 1]⊤ are the 2D homogeneous coordinates and H =
K[ r1 r2 t ] with r1, r2 being the first two columns of
the rotation matrix R. Corner shifts ∆u perturb the DLT
estimate H → H +∆H . For the translation component, the
perturbation propagates as follows.

δt ≈ λK−1∆h3, (3)

where ∆h3 is the third column of ∆H and depends linearly
on ∆u through the DLT solution. Thus small corner shifts
directly yield errors in (tx, ty), which is the basis for our
geometric projection attack.

c) Initial adversarial marker generation: At the desig-
nated attack view, we require the estimated lateral translation
to vanish, tx ≈ 0, ty ≈ 0. In the homography decomposition
H = K[r1 r2 t], this corresponds to

K−1h3 ∥ ez ⇐⇒ h3 ∥ K ez, (4)

where ez = [0, 0, 1]⊤ is the z-axis unit vector, meaning
that the third column h3 of H aligns with the optical axis
direction Kez . Equivalently, in normalized image space,
the perturbed corners form a configuration geometrically
consistent with a fronto-parallel observation (i.e., the camera
viewing direction is perpendicular to the marker plane),
enforcing (tx, ty) ≈ (0, 0). This gives a clear geometric
initialization for the attack view and, together with the
sensitivity analysis above, shows why small corner shifts can
induce large pose errors.

B. Adversarial Optimization Framework

Since the standard Perspective-n-Point (PnP) estima-
tion pipeline relies on non-differentiable iterative solvers,
gradient-based optimization cannot be directly applied. We
therefore formulate the attack generation as a black-box
optimization problem and employ CMA-ES to search the
high-dimensional perturbation space.
1) Problem Modeling and Search Space. For a layout
containing M markers, each with four corners, we define the
optimization vector x ∈ R8M . Each marker m contributes
eight degrees of freedom representing the 2D planar shifts
(∆x,∆y) for its four corners:

x = [∆x1,1,∆y1,1, . . . ,∆xM,4,∆yM,4]
⊤. (5)

The perturbed corner coordinates are recovered via p′ =
p + x. To ensure physical feasibility and prevent inter-
marker overlap, x is bounded strictly within layout-specific
constraints B.



2) Adversarial Objectives. We propose two distinct attack
modalities to exploit the UAV’s horizontal positioning logic,
categorized by their adversarial intent:

Directional Max Attack (DMA): This mode follows a
“push” logic, designed to induce the maximum possible
lateral drift along a hazardous direction. Let P(·) ∈ R3

denote the 3D translation vector estimated by the PnP solver.
We extract its horizontal components using the subscript h,
such that Th = [tx, ty]

⊤ ∈ R2.
By defining a normalized 2D target vector vdir ∈ R2, we

maximize the projection of the horizontal estimation error
onto this specific vector:

Ladv max = −
(
P(p+ x)−Tgt

)
h
· vdir, (6)

where the term
(
P(p + x) −Tgt

)
h

directly formulates the
2D drift error, and Tgt ∈ R3 is the ground-truth translation.

Targeted Frustum Attack (TFA): This mode uses a “pull”
strategy, creating a false spatial setpoint that draws the UAV
away from the intended landing point. Specifically, we define
a direction-conditioned observation frustum Φ along a target
hazardous azimuth. Our objective is to continuously mini-
mize the horizontal translation estimate (∥tx, ty∥2) output by
the PnP solver whenever the marker is observed from any
viewpoint within this frustum. By minimizing this error, the
pose estimate makes the UAV believe it is moving toward
the marker center, so it continues along the target azimuth
until the marker leaves the camera view.

To ensure the attack remains robust throughout the UAV’s
dynamic descent, we optimize this deception over a set of
sampled viewpoints v ∈ Φ:

Ladv tgt =
∑
v∈Φ

w̃v ∥P(p+ x, v)h∥2 , (7)

where v represents a specific camera pose sampled from the
frustum Φ, w̃v is the normalized weight for viewpoint v, and
P(p+x, v)h ∈ R2 denotes the horizontal component of the
estimated translation when observed from v. By aggregating
the loss across a spatial distribution of viewpoints, this de-
ception becomes resilient to perspective changes, providing
a stable guidance effect that continuously draws the UAV
toward the hazardous direction.
3) Physical Feasibility and Stealthiness Constraints. To
enforce physical constraints and preserve visual stealthiness,
we add penalty terms to the objective to discourage invalid
geometries and visible distortions.

Visual Stealth via Multi-view SSIM: The Structural Sim-
ilarity Index (SSIM) [29] is highly sensitive to structural
and textural alterations, making it an ideal metric for pre-
serving visual inconspicuousness. We pre-render a refer-
ence “clean” marker board Iclean across a set of view-
points Vref . For a candidate perturbation x, we calculate
the minimum SSIM across these viewpoints, Smin(x) =
minv∈Vref

SSIM(Ivpert, I
v
clean). To enforce stealthiness, we

apply a quadratic hinge penalty when Smin drops below a
conservative threshold τs:

Lssim =

{
λs(τs − Smin)

2, if Smin < τs

0, otherwise
(8)

where λs is a large penalty coefficient.
Planar Normal Consistency: Extreme corner shifts can

lead to geometrically inconsistent 3D estimations, where
markers on the same rigid board appear to have divergent
orientations. For each marker m, we perform an individual
PnP estimation to obtain its rotation matrix Rm, extracting
the surface normal nm. We penalize the maximum angular
discrepancy θmax = maxm,k ∠(nm,nk) if it exceeds a small
angular threshold θthr:

Lnormal =

{
λn(θmax − θthr)

2, if θmax > θthr

0, otherwise
(9)

This constraint enforces geometric reasonableness, restricting
perturbations to a planar model with small deviations.

Detection Robustness Penalty: To reject degenerate solu-
tions that break marker detectability, we incorporate a hard-
penalty term Ldet. If any evaluation step—including Joint
PnP or individual marker detection—fails for a candidate x,
the loss function returns a high constant value λfail. This
ensures the optimized markers remain within the operational
envelope of the ArUco detector.
4) Joint Optimization Objective: The overall fitness func-
tion evaluated by the CMA-ES optimizer is a weighted sum
of the adversarial loss and the physical constraints:

Ltotal = wadvLadv + Lssim + Lnormal + Ldet, (10)

where Ladv is selected based on the desired attack modality
(Ladv max or Ladv tgt). By minimizing Ltotal, we generate
adversarial patterns that balance attack potency with practical
detectability and stealth.

IV. EVALUATION AND RESULTS

A. Sensitivity Analysis of ArUco Pose Estimation

We first measure how small corner perturbations translate
into pose errors in the ArUco pipeline. This sensitivity study
motivates our attack design by showing how minor geometric
changes can produce large pose errors.
1) Evaluation Setup: All evaluations are conducted within a
high-fidelity rendering environment. The benchmark employs
a standard 10 cm ArUco marker positioned at a 1.0 m frontal
distance. We perform a statistical evaluation using 1,441 per-
turbation samples per marker, with sub-centimeter shifts up
to 1.0 cm applied to the top-right corner while the other three
corners remain fixed. To test generality, we evaluate three
ArUco dictionaries from OpenCV, “aruco::DICT 4X4 250”,
“aruco::DICT 5X5 250”, and “aruco::DICT 6X6 250”, and
randomly sample 20 marker IDs from each dictionary. We
report Translation Error and Rotation Error. Following prior
work [30], [31], we use 5 cm and 5◦ as the safety-critical
thresholds for high-precision pose estimation in UAV landing
scenarios.
2) Results and Analysis: As illustrated in Fig. 3, our
evaluation across different dictionaries reveals the following
key observations:

Geometric-ID Decoupling: We observe that the pose error
variance across different dictionaries and marker IDs is neg-
ligible. This confirms a structural separation in the detection



Fig. 3. Sensitivity analysis under corner perturbations using 60 markers from three OpenCV ArUco dictionaries (20 IDs each). (a) Top-right corner is
perturbed within a 1 cm radius. (b) Mean translation error in centimeters. (c) Standard deviation of translation error. (d) Mean rotation error in degrees.
(e) Standard deviation of rotation error in degrees.

Fig. 4. Touchdown scatter plots under different attacks and board layouts. (a) Nested layout with Directional Max Attack (DMA). (b) Grid-board layout
with DMA. (c) Nested layout with Targeted Frustum Attack (TFA). (d) Grid-board layout with TFA.

Fig. 5. Visual stealthiness of MirageMarker on the nested board. (a) Three
views: top-down and two 30◦ tilted views at azimuths 0◦ and 60◦, matching
the three columns in (b). (b) Marker-board appearance under these views:
clean (top row), DMA (middle row), and TFA (bottom row).

pipeline: The marker’s binary code pattern is used only for
ID decoding and validation, whereas the 6-DoF pose is esti-
mated solely from the 2D image coordinates of the detected
corners. Consequently, corner-based geometric attacks are
dictionary-agnostic and remain effective regardless of the
marker’s ID pattern.

Sensitivity and Error Amplification: The results demon-
strate that even a perturbation applied to a single corner
induces a significant impact on pose estimation. In particular,
the rotation estimate is highly sensitive: within a 1.0 cm
perturbation radius, the rotation error can readily exceed 20◦,
far above the 5◦ accuracy requirement commonly assumed
for precision pose estimation tasks. Translation errors are
also substantial and can surpass 5.0 cm. Since this experiment
perturbs only one corner at a time, optimizing all four corners

Fig. 6. Simulation setup and marker-board layout. (a) Landing scene and
downward camera view. (b) Two board layouts used in our experiments: a
nested board with a 50 cm outer marker and a 5 cm inner marker, and a grid
board with 15 cm markers spaced 2.5 cm apart.

jointly provides a larger attack space and can induce even
stronger, directionally controlled pose errors.

B. End-to-End UAV Precision Landing Evaluation
We next evaluate the system-level effects of our DMA and

TFA in an autonomous precision landing task.
1) Evaluation Setup: We evaluate autonomous preci-
sion landing in a high-fidelity NVIDIA Isaac Sim en-
vironment. The UAV’s flight control follows the native
AUTO.PRECLAND mode of the PX4 autopilot without any
modification to its internal landing logic. We utilize a down-
facing monocular camera (2560×1440, 90◦ FoV) to track
two 50 cm×50 cm layouts: a 3×3 grid board and a nested
board. The two layouts represent common UAV landing
designs, with a distributed grid for spatial redundancy [2]
and a multi-scale nested board for detection during de-



TABLE I
END-TO-END LANDING PERFORMANCE. MRE IS THE MEAN

TOUCHDOWN DISTANCE TO THE BOARD CENTER (M). OUTSIDE:
TOUCHDOWN OUTSIDE THE LANDING BOARD (%). d > 5 M: LARGE

TOUCHDOWN ERROR EXCEEDING 5 M (%). TARGET LOSS: MARKER

LOST DURING LANDING (%).

Layout Method MRE Outside d > 5m Target loss

Board
Clean 0.02 0 0 0
DMA 8.12 100 100 100
TFA 12.37 100 100 100

Nested
Clean 0.03 0 0 0
DMA 9.48 100 100 100
TFA 11.9 100 100 100

scent [23], [24]. All markers are placed at the same height
on the landing-board surface. Fig. 6 illustrates the simulation
environment and marker board layouts. We optimize both
board layouts in Fig. 6(b) using our DMA and TFA and
optimization details are provided in the Appendix.

Each trial begins with the UAV taking off from a posi-
tion with a 1.5 m horizontal offset from the board center.
The UAV takes off to 5 m from one of eight initial az-
imuths {0◦, 45◦, 90◦, 135◦, 180◦, 225◦, 270◦, 315◦} and then
switches to the precision-landing mode. We repeat each
(offset, azimuth) setting three times.
2) Metrics and Baselines: Landing performance is evaluated
by the final touchdown distance d to the board center. We
report the mean radial error (MRE) over all azimuths and
a graded attack success rate (ASR) using three criteria: (i)
d1 > 0.25

√
2 m, the landing point outside the landing pad;

(ii) d2 > 5.0 m, large deviation from the landing pad; and
(iii) target loss when the markers leave the camera field of
view. We also show touchdown scatter plots (Fig. 4).
3) Results and Analysis: In our end-to-end evaluations, the
UAV follows the biased pose feedback and keeps flying along
the induced direction until the board leaves the camera view.
PX4 then enters its default search behavior, climbs to the
preset search altitude, and descends when the target is not
reacquired; under our attacks, the drift is large enough that
the board is not found during this search, so the vehicle
lands far from the pad. Fig. 4 shows the resulting takeoff
and touchdown locations under four settings. DMA shifts
touchdowns to one side, and TFA shifts them along the
target azimuth. Table I summarizes landing accuracy using
the touchdown distance to the board center. Clean marker
boards remain close to the pad (MRE ≤ 0.03m). All
attack evaluations yield meter-level errors and reach 100%
for Outside, d > 5m, and Target loss.
4) Visual Stealthiness: As shown in Fig. 5, we assess
visual stealthiness using a close-range setup with the camera
placed 1.0 m from the marker center under three views: a
top-down view and two 30◦ tilted side views at azimuths
0◦ and 60◦. This distance is intentionally strict, since in
practical deployments the marker is typically viewed from
farther away and is rarely inspected at close range. Across
all three views, the attacked boards remain visually close
to the clean board, and the small corner perturbations are

TABLE II
RANSAC ROBUSTNESS WITH OPENCV DEFAULT THRESHOLD (8 PX).

REJECT. IS THE OUTLIER REJECTION RATE; H-ERR IS THE MEAN

HORIZONTAL TRANSLATION ERROR IN METERS.

Layout Method 1.5 m 3 m 5 m

Reject. H-err Reject. H-err Reject. H-err

Board
Clean 0/36 0 0/36 0 0/36 0
DMA 11/36 0.49 4/36 1.19 5/36 2.05
TFA 0/36 0.08 1/36 0.58 1/36 1.14

Nested
Clean 0/8 0 0/8 0 0/8 0
DMA 2/8 0.30 2/8 0.95 2/8 2.09
TFA 0/8 0.09 0/8 0.27 0/8 0.88

TABLE III
KF χ2 INNOVATION-GATE PASS RATE OVER A FULL LANDING

EVALUATION. PASS RATE IS COMPUTED OVER VISION UPDATES THAT

REACH THE GATE, USING THE THRESHOLD β ≤ 3.84.

Layout Method KF-pass rate (%)

Board
Clean 100
DMA 96.6
TFA 97.8

Nested
Clean 100
DMA 99.3
TFA 99.5

difficult to distinguish especially in the side views.

C. Robustness to Conventional Filtering

To evaluate robustness against standard filtering, we test
whether our attacks remain effective under RANSAC [32]
for spatial outlier rejection and a Kalman filter (KF) [33]
with a χ2 innovation gate for temporal gating.
1) RANSAC: We evaluate OpenCV solvePnPRansac in
the simulated setup using the default reprojection threshold
of 8.0 px. We run the test under a top-down view at three
marker-center distances of 1.5 m, 3 m, and 5 m. Table II
reports the outlier rejection rate and the resulting horizontal
position error eh =

√
e2x + e2y .

Table II shows that both attacks remain effective across
all tested distances, and the horizontal error increases with
distance. Under the default 8 px threshold, most perturbed
corners are still treated as inliers, so RANSAC returns a
pose estimate with a pronounced horizontal error rather
than rejecting the measurement. This suggests that outlier
rejection alone is insufficient for corner-shift attacks that
preserve overall geometric consistency. A small rejection
count is common under noisy measurements. RANSAC
cannot tell whether the rejections come from noise or our
attack. We also observe that DMA causes slightly higher
rejection than TFA, yet the returned pose remains strongly
biased. TFA is typically accepted by RANSAC with few
corner rejections, especially under the nested layout where
all perturbed corners are retained across distances, while the
horizontal bias persists.
2) KF χ2 innovation gate: As a robustness baseline in our
end-to-end landing experiments, we follow the PX4 landing-
target estimator and apply its default per-axis χ2 innovation



gate. We reject a vision update when the normalized inno-
vation exceeds 3.84 at 95% confidence, and follow the PX4
default settings for the remaining filter parameters.

Table III shows that the KF χ2 gate passes nearly all
vision updates during landing. The pass rate stays above
96% under both DMA and TFA for both layouts, so most
attacked measurements are not rejected by innovation gating.
This standard robustness check does not filter out our attack.

V. CONCLUSION & FUTURE WORK

This paper shows that ArUco-based precision landing
can be compromised by small plausible corner shifts that
preserve detection yet induce large pose bias. We present Mi-
rageMarker, a black-box CMA-ES framework that searches
over printable corner perturbations under multi-objective
constraints on feasibility and stealth. In end-to-end landing
experiments with PX4’s native precision-landing mode, Mi-
rageMarker produces meter-scale touchdown errors across
two representative board layouts and diverse takeoff az-
imuths. Standard filtering baselines commonly used in prac-
tice, including RANSAC and a χ2 innovation gate, do not
remove our corner perturbations. The results highlight the
need to evaluate pose reliability and system-level behavior
in real-world UAV landing systems. Future work will validate
MirageMarker on real UAV systems to assess its physical-
world transferability and evaluate it on marker layouts with
varying heights and other fiducial marker designs, including
fractal markers, through corresponding geometric and pose-
estimation adaptations to further investigate generalizability.
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APPENDIX

VII. OPTIMIZATION SETTINGS

A. Directional Max Attack (DMA)

DMA uses a fixed observation altitude of 5.0 m and
optimizes a directional drift objective along the x-axis. The
initial geometric seed uses a nominal view with tilt 10◦ and
azimuth 0◦. CMA-ES runs for up to 800 iterations. Corner-
shift bounds are 0.0125 m for the grid board. For the nested
board, the outer marker is bounded by 0.025 m and the inner
markers are capped at 0.01 m.

B. Targeted Frustum Attack (TFA)

TFA uses a fixed observation altitude of 5.0 m and opti-
mizes over a direction-conditioned frustum centered at tilt
15◦ and azimuth 45◦. The frustum half-angle is 10◦. CMA-
ES runs for up to 800 iterations for the grid board and 1000
iterations for the nested board. The population size is 60 for
the grid board and 30 for the nested board. Early stopping
triggers after 100 iterations without improvement. Corner-
shift bounds are 0.0125 m for the grid board. For the nested
board, the outer marker is bounded by 0.025 m and the inner
markers are capped at 0.01 m.

C. Physical Feasibility and Stealthiness Constraints.

Visual and geometric constraints are enabled with an SSIM
threshold of 0.95 and a normal-consistency threshold of 8◦.
A fixed penalty of 50.0 is returned if detection or pose
estimation fails.
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